VAULT User Access Guide

CONSTRUCTION INTELLIGENCE

Use this guide to learn how to request access and manage your Users or Groups Access, Roles
and Permissions.

Request Access Enter Request Details

On the Vault signin page, click onthe request access button to request access to specific projects
inside the Vault.

When the popup appears, you will need to input your details and which projects you
want/need access to.

After you have input your details, click onthe submit button andyour request will move to a
pending state untilit is approved.

Request Access

VAULT

3D SPATIAL INTELLIGENCE .
Your Details

Welcome to the asBuilt Vault

-
Sign in with your Microsoft Account to continue % $ m !
o | |
i |
| L

Company *

SIGN IN { o

Need help? Visit our Support Hub Title/Role *

ol \ \ ‘
% REQUEST ACCESS .
ASBUILT

Contact Number *
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Roles

Vault uses a 4-Tier roles and permission set as across general Vault Access as well as Groups and Assets. The

defined roles are detailed Detailed below: Vault Account

No Account Role Role: Viewer
No Account Role i X i
No Access To Assets/Applizations Until Added This role is a registered user on Vault but does nothave access to
SRRCHicay any content unless it is specifically given.
Viewer
See Content, Download, Export Viewer Asset 1
Contributor Viewers can see, downloadand export content only. Role Admin

Viewer + Editing Content
Access Can be Upgradedto Lower

Manager Contributor )
Contributor:+: Removing And Approving Content The same access as Viewers, with the additional ability toadd levels of the hierarchy. —
Admin and modify content. ) ) plications
Manager + Configuring Settings v fy For examp/e: /fG Viewer access is Role: Admin
Add Expiry Dat Manager granted at the Vault Account level
] Dead.va:(etﬂ!ye, o: Aesa Date B ) . " AND Admin Level access is granted Asset 2
Mangers have the same access as Contributors, with the addition ) s€
toone asset, the User will have a Role: Viewer

of being able to approve and remove content. .
viewer access to all other Assets and

Admin Access o that one Asset.

Admin

Admins have the maximum amount of access. Thisincludes the
same access as managers as well as configuring settings and
managing access.

Applications

Role: Viewer

Access Hierarchy

User and Group Roles and Access works on a
cascading rule of Vault Account first then Asset and
finally Applications. When access is given at one

Please Note: Access cannot be takenaway at lower hierarchy levels.

Vault Account For example, if Admin access is granted at the Vault Account level AND Viewer access should be

: . Role: Viewer assigned to aspecific Asset that User or Group will still have Admin Access to ALL Assets and
level, this access is cascaded to all levels below as a S
Applications.
default.
For example: If a Viewer Access is granted at the Asset
Account level, then when added to an Asset their Role: Viewer

default role will be as a Viewer. Same if they are
invited to an Application.

Application

Role: Viewer




VAULT User Access Guide

CONSTRUCTION INTELLIGENCE

Manage Users

Manage All Users Sort User List
Manage all users by clicking the “gear icon” and then “Manage Users” on the Pop-Up. Sort the list of users alphabetically by clicking on the up and down arrows next to the name
or email column headings.
Company % Groups Vault Access Specific Access Last Acﬁvﬂ
0 Admin 1Asset 12/06/2024, 5PM
0 Admin 2Assets 26/07/2024, 1PM
@. AT : - o 1 Admin 13/06/2023, 6PM
° 0 Admin 05/08/2024, 1PM
1 Admin 26/01/2024, 12PM
il ‘ betin @ . e
, - _ % s View Users Specific Access to Assets and Apps
° ‘ Click onthe Specific Access column to see the Assets and Applications view page. Toggle
S between Assets and application by clicking on either Assets or Applications
Specific Access |
Search Users vses  cows
Search for specific users using the search bar. | spocthcaccess [ R

These are the assets that Lewss Ballard has been given speciic access to

1 Asset

Demo Project No-role :
Users Groups
Users Groups
s L+ s ML+ |
Specific Access Assets. Applications.
Name » Company & Groups Vault Access. Specific Access LastActive ¢ B

These are the applications that Lewis Ballard has been given specific access to,

5 2

©  AD1-Level 3 for Demo Project) Viewsr u:

Ruchita Dahiye Rd Test s Admin Iasses 071082024, 1P
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All Users

Create Users Delete or Edit User Details
Click on the New User button to create and give access toa new user youwant to add to the Vault by Click onthe user's name toaccess the Delete User button.
entering their name and email. If you select Delete User, they will be completely removed from the Vault.
Youcan also add users to Groups, or a Company. Alsoset their VAULT Access Role and Account Expiry (if Ensure for any el ume
applicable) edits to user Save
is clicked. J
[y 3
Name " % Phone Nuember Options)
[ - 2 v
L A Jonatran Longmie & ~ Example Name - it
example @zsbuiltdigital.com o 9 [ [=]
o
=g - |
Update User Access Period or Role
< As well as above you can update fromthe main user liston the fly by clicking ona users
nvite:New User o Vault Access role.
1F Groups Vault Access
e Vault Access
i 0 Admin
Email Groups
0 groups o |- Admin 4 v No Account Role
J No Access To Assets/Applications Until Added
Company (Optional) Phone Number (Optional) 1 S “"s Specheally
— 1 )
Acme Construction Limited v S -
2 See Content. Download, Export
Vault Access. Account Expiry 1z
No Account Role v Never (m] Contributor
1€ Viewer + Editing Content
S— >
User Token Manager
o 1 Contributor + Removing And Approving Content
Admin
6F Manager + Configuring Setings v

Add Expiry Date

@ Deactivate User On A Set Date
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Groups

Manage Groups

Use Groups to manage access collectively. Access control for Groups works the same way as Users.
Groups can also have other Groups in themsoyoucan set upa Hierarchy of access.

Manage Groups by clicking the “gear icon” and select User Management. Then Toggle to Groups

Examples:
* Share access to an assetwith a whole project team at once; AlAssets ‘ ——
e Use aGroup for asingle person, so that the person can be changed later without needing to reconfigure Create New Asset e o i
the access; Manage Assels 8/l sl s
*  Use aGroup for each team, and group those teams into a whole division; > :::’: —
Manage Companies P 3 R
4 Manage Navigation @ RaPriec Tt Roespermasion —
K Vault Settings @ RF UAT Project Group. ' e
Users Groups @ shiyao testing project 1 3 P
— D SS8UAT Testing ) o Reles
Name People ¢ Vault Access.
€D asBuilt internal team 2 No:Rcke: Sort G rou pS
@ My New Group ) No-Roles.
F— ) - Sort the list of Groups alphabetically by clicking on the upand down arrows next to the name.
@ Project24 : g NameE People Vault Access
o ::pll’;:jec! Test Roles/permission . -
@ RE VAT Project Group : Nooes @ asBuilt internal team 2 No-Roles
@ shiyao testing project 1 3 No-Roles.
€D SSBUAT Testing 3 No-Roles.

Search Groups

Search for specific Group using the search bar.

Q ag x X Vault Access: All v

Name « People % Vault Access

@ asBuilt internal team 2 No-Roles
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Manage Groups Users

Create New Group Add User to Group
Click on “New Group” icon. Select the Group you wish to add a new user to. Thenin the search box start typing the
5 A Jonathan Longmire & ~ name of an existing User or Group you want to add.
Then:
Name =« People Vault Access
1 Enter name of New Group,
2. Select Vault Access role e asBuilt internal team 2 No-Roles
3. Set AccountExpiry (default N
is Never) L)
4. Click Create Group
Create New Group X asBuilt internal team X
1 Group Name Q Example Name
Example Name
le @asbuiltdigital.com
2 Vault Access 3 Account Expiry . SEmEE ~ ¢ N
No Account Role v Never (] s s y
demo @asbuiltdigital.com L]
No access to until added

4

Delete User from Group

In the Group Team User Window select the Bin Icon to Delete the User or Group. If you select Delete User,
they will be completely removed from the project.

asBuilt internal team X
Q Search for a user or group

Demo Name
demo @asbuiltdigital.com

e Example Name
example @asbuiltdigital.com
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Manage Asset Access

Edit or Remove User and Group Asset Access

Users and or Groups can be givenaccess to an Assets within your VAULT. o
P g 4 Select the Drop-Down Arrow next to the User or Groups Permission. Here you can change the Role,

Addor change an expiry date or Remove Access.
Add Users & Groups to an Asset s Py
. . Main Contractor Site Demo Access
To Adda User or Group select Access on the Left Control Panel Then in the Access Window enter the name 1 User X
of the user or Group you wish to add into the search box. Click the user or group and then click the Done
button.
Q_ search for a user or group
VAULT Main Contractor Site Demo Access X
0 User
:—“ Main Contractor e §spil;:]"teinternal team Viewers
Site Demo }_ Q asBuiltinter
File Manager v e :S:EZ‘:\:‘M"":I team
Moo %
Data Dashboard .
Pian Viewer v
SYRRERS Maewer - No Users or Groups selected
This group is a No-Role in this Vault
Viewers A
See content, download, export
MANAGE ASSET B
7 Ea Contributors
B Focuns i Viewer + editing content
o Managers
= e Contributor + removing and approving content
L3 settings

Admins
Manager + configuring settings

(O Add Expiry Date
Deactivate user on a set date

B Remove Access
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Manage Application Access and Controls
Edit or Remove Users Application Access or Permissions

What Applications a User or Group can see and what level of interaction they have with that app canbe

contralled by what Role they have been assigned. Select the Drop-Down Arrow next to the User or Groups Permission. Here you can change the Role, Add or

change an expiry date or Remove Access.

Add User or Group to an Application

File Manager Access %
1 User
To Adda User or Group:
1 select Applications onthe Left Control Panel Q. search for a user or group
. ap
2. Select the User / Group icon &= ?spae:gfemmalmm Viewers I -
3. In the Applications Window enter the name of the user or Group you wish to add into the search box.

Click the user or group and then click the Done button.

VAULT Manage Applications
v, Main Contractor Q Soach spbcatontpoccoane X
!" Site Demo
7 i (@ File Manager
File Manager s
i © File Manager !’I__ Ii
Model Viewer S
Data Dashboard. v i @) Model Viewer
This group is a No-Role in this Vault
Plan Viewer v B Architectural Model 7, 2 |
System File Manpoer v Viewers o
See content, download, export
B File Manager Access X Contributors
0 Users = Yy
Viewer + editing content m
Q assuitl 3 Managers
Contributor + removing and approving content
asBuilt internal team
1 2 people N
Admins
) Manager + configuring settings
MANAGEASIEY A No Users or Groups selected
— m ® Add Expiry Date
I B Applicatins I Deactivate user on a set date
2. Access
= Noosien B Remove Access
L3 settings




	Default Section
	Slide 1

	Roles and Hierarchy Rules
	Slide 2

	Manage Users
	Slide 3
	Slide 4

	Managing Groups
	Slide 5
	Slide 6

	Manage Asset Access for Users & Groups
	Slide 7

	Manage Application Access & Controls
	Slide 8


